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What is PayGuard?

Contact Centre Payments

PayGuard® is a secure and compliant payment solution for any organisation taking or wanting to take
customers over the phone, via web chat, online or social media.

- Take payments over any channel: online, phone, chat, email & social.
- Receive payments by Credit & Debit Card.
w Fully comply with PCI DSS (level 1), GDPR, MiFID I, PSD2 and FCA.

v Set up subscriptions, automate payment requests, take APL or IVR payments.

PayGuard is a multiple award-winning application backed up by a team of payment experts.
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Technical Information

What Does This Cover?

This document is intended to support other PayGuard brochures, providing technical information to assist with your
consideration of how you may adopt PayGuard into your organisation, or if you have already, how you may change the
configuration to make everything work better together.

Some information you will find here is:

L Payment Gateways

L Supported Browsers

s Telephony Integration Options
s APl information

This document is intended to provide high-level technical information. Should you wish to dive deeper, please get in touch and we
can arrange for a conversation with an engineer.
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General Information

Information yo ngineers, IT staff & payment experts may want to know.




General Information

Looking Under the Hood

In this section we cover:

s Card Payment Gateways

L Supported Web Browsers

& Security and Accreditation

s Technologies used to build PayGuard

Diving Deeper

We understand that you may have questions that are beyond
the scope of this document. Please feel free to contact us and
we will be happy to answer them.
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Integrated Third-Party Gateways

Integrate Your Existing Third-Party Gateway

PayGuard has completed integrations with many third-party gateways, listed below, so you can continue to process transactions

though your existing gateway at no additional cost.

@ Barclays ePDQ @ GlobalPay

¥ Braintree Blue ¥ Opaya

¥ Cardstream @ Capita Pay360
¥ CyberSource ¥ PayaCard

¥ Ecospend ¥ PXP

¥ First Date ¥ SagePay

@ Stripe

¥ Verifone

@ Worldpay Business Gateway

¥ Worldpay WPOP
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Partially Integrated Third-Party Gateways

Integrate Your Existing Third-Party Gateway

PayGuard has an integration with Spreedly, which in turn has integrations with many (hundreds) of gateways worldwide. A Spreedly
gateway integration can take up to 6 weeks to ‘go-live’. Some of the many Spreedly Gateway Integrations are:

@ Acapture

@ Adyen

@ Authorize.net

@ Barclaycard Smartpay

@ Barclays ePDQ Extra Plus
@ BlueSnap

¥ Borgun

@ CenPOS

¥ Checkout V2

Checkout.com

Clearhau

Credorax

DIBS

DataCash

Elavon

Ezic

Global Iris

Global Connect

IXOPAY

Ingenico Payments
Optimal Payments
PayPal

PayVector
Payment Express
Paymill

QuickPay

QuickPay V10

Realex
SafeCharge
SecurionPay
TNS

Wirecard
eWAY Rapid
iATS Payments

iVeri
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Web Browsers

Supported Browser Environments

PayGuard is supported within the latest version of the following web browsers:

tH Microsoft Edge
L2 Mozilla Firefox
o Google Chrome
] Opera

L Apple Safari

Safari Firefox Chrome Edge
Apple Mozilla Google Microsoft
MacOs, ©OS MacOS, MS Windaws, Linux OS MacOS, MS Windows, Linux OS, MS Wndows, MacOS, 10S
Anoroid OS Android QS, Crrome OS Androd OS
0 <0 (=) 0

Opera

Opera Software
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Security and Accreditation

SSL

PayGuard uses version 3 Secure Socket Layer security, Signature SHA-256 with RSA
encryption and TLS 1.2 256 Bit Keys.

CSA C-STAR, 1SO9001 and 1SO27001

PayGuard is certified under Fusion Telecom Ltd with the Cloud Security Alliance Cloud
Controls Matrix, and through the British Assessment Bureau for 1ISO9001 and 1SO27001.

PCIl Level 1 Service Provider

PayGuard is accredited to the highest standard awarded by the PCI SSC. In order to obtain and maintain this compliance Fusion has:

Annual Report on Compliance (ROC) completed by a Qualified Security Assessor (QSA)

Quarterly third-party network scans completed by an Approved Scanning Vendor (ASV)

Network Segmentation (Firewall, Route restrictions and Air Gap) and Penetration Tests

Internal and Vulnerability Scans
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Technologies

PayGuard Technologies

PayGuard has been built with, and uses, the following technologies:

H JS

¢ Python

@ PostgreSQL

$  PHP

¢ MySQL: Oracle Distribution

Asterisk

Ubuntu Linux

AWS

Amazon Cognito
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Telephony Integration

PayGuard SecureSIP® - Our Telephony Platform

PayGuard can integrate with your phone system in several ways using SecureSIP, our multi-carrier, secure telephony switch, allowing

you to make use of the Phone Keypad process to collect sensitive customer payment information. Choices are:

L Mid-Call Transfer (Network or PBX)
G Interconnect (SIP or PSTN)

L Number Hosting

No Integration Required

Payments can be processed over the phone using PayGuard's Payment
Link, and this does not require any integration with your telephone system.
It is a similar customer journey, with the customer typing payment
information into a browser form instead of their phone keypad.

[ R ———

e
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Mid-Call Transfer - Network

Network / Carrier Transfer

PayGuard has the facility for you to transfer a live call to PayGuard so
that PayGuard can detect the DTMF tones when the customer is asked
to type their payment information using their Phone Keypad.

Note: The Network variation of this integration denotes that the mid-call
transfer happens at network level, or carrier level, therefore above any PBX or
Hosted PBX you may have. This allows for uninterrupted call recording on your
PBX. Calls only need to run through PayGuard when a payment is to be taken.

L Each staff member required to handle payments has a unique
mid-call transfer number set up by you

tH We map this unique DDI (or DID) number to a local number
provided by PayGuard

L At payment time, your staff initiate a mid-call transfer (or blind
transfer) to the PayGuard number provided

L Your staff's leg of the call is dropped, the call is passed to
PayGuard, which then dials them back

L Your staff pick up the phone almost immediately after
completing the transfer, and complete the payment

P Agent

Agent answers call

Your Phone
System

&

Your Number
Carrier /
Termination
Provider

Customer

Blind transfer to
Fusion Telecom™™"""""""

Fusion Telecom
Telephony Platform

[ @
w
PayGuard

Call forwarded to :
agenteDD) T
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Mid-Call Transfer - PBX

PBX Blind Transfer

Your agent can transfer a live call to PayGuard so that PayGuard can
detect the DTMF tones when the customer is asked to type their
payment information using their Phone Keypad.

Note: The PBX variation of this integration denotes that the mid-call transfer
happens at PBX level (whether hosted or not). This may prevent you from
recording calls on your PBX (to avoid capturing DTMF tones for compliance
purposes), depending on whether your PBX can accept an APl command from
PayGuard to pause the recording.

% Each staff member required to handle payments has a unique
mid-call transfer number set up by you

o We map this unique DDI (or DID) number to a local number
provided by PayGuard

o At payment time, your staff initiate a mid-call transfer (or blind
transfer) to the PayGuard number provided

% Your staff’s leg of the call is dropped, the call is passed to
PayGuard, which then dials them back

L Your staff pick up the phone almost immediately after
completing the transfer, and complete the payment

Agent answers call

Agent

Your Phone
System

Your Number
Carrier /
Termination
Provider

Customer

Blind transfer to

Fusion Telecom

Fusion Telecom
Telephony Platform
i

L ‘
PayGuard

Call forwarded to

agents DDI
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Interconnect - SIP

In a Nutshell

PayGuard has a highly secure (PCl level 1 compliant), fully redundant core telecom network. You
can direct the inbound call traffic routed from your carrier to PayGuard via SecureSIP, and then
PayGuard routes the call traffic to your local or hosted PBX.

This model is great for companies that are locked into fixed term contracts with telephony
providers and cannot port their numbers but want a deep level of telephony integration allowing
PayGuard’'s Phone Keypad process to be used on any phone call without the need to either call
back or transfer. Outbound calls route via SecureSIP to PayGuard, where we can either terminate
them for you, or alternatively forward them via SIP to your existing termination provider.

More Than Just Payments

As your call traffic would run via PayGuard’s award winning
SecureSIP switch, we can offer you other services. These include:

8 Call Recording and Speech Analytics
4 Post Call Surveys

@ IVR and Network level Redundancy / Business Continuity

SiP o)

SIP |

Agent

v 4

Your Phone
System

Fusion Telecom
Telephony Platform

[ ]
L ‘
PayCGuard

o

Your Number
Carrier /
Termination
Provider

v}

Customer
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Interconnect - Outbound Only

Agent
Payments Processed on Outbound Calls only v
If you process payments on outbound calls, you can make outbound calls via PayGuard in a couple of Vorx Ehone
ways without needing to change your phone system, port your numbers or change your call routing. System
H Secure Line Callback - use for Outbound Calls - .
siP |
s Outbound SIP Termination
Fusion Telecom
Telephony Platform
Secure Line Callback 'm )
w
, PayGuard
You can use the PayGuard interface to call your customers, and when a payment
needs to be taken you already have the call routing through our PCl level 1 ) .
compliant network. This is very easy and quick to set up, with no integration S
required.
Your
Termination
. . Provider
Outbound SIP Termination
Integrate your exiting phone system to terminate outbound calls via PayGuard, and +
whenever you have a payment to take your staff just need to enter their PIN. Integration -
stomer
in most cases is simple, and our outbound call rates are competitive.

Page 17 | Section 2: Telephony Integration



Interconnect - PSTN

Where SIP Interconnect Is Not Possible ...

PayGuard has a highly secure (PCl level 1 compliant), fully redundant core telecom network. You
can direct the inbound call traffic routed from your carrier to PayGuard via the traditional
telephone network (PSTN), and from PayGuard to your local or hosted PBX.

This model is great for companies that are locked into fixed term contracts with telephony
providers and cannot port their numbers, cannot integrate their PBX via SIP, but want a deep level
of telephony integration allowing PayGuard’s Phone Keypad process to be used on any phone call
without the need to either call back, or complete a mid-call transfer. Outbound calls route via
interconnect DDI's to PayGuard, and from here we terminate the calls for you.

More Than Just Payments

As your call traffic would run via PayGuard’'s award winning SecureSIP switch,
we can offer you other services. These include:

% Post Call Surveys
8 IVR and Network level Redundancy / Business Continuity

L Call Recording and Speech Analytics

PSTN

PSTN

Agent

vy 4

Your Phone
System

v 4

Fusion Telecom
Telephony Platform

PayGuard

v A

Your Number
Carrier /
Termination
Provider

v}

Customer
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Number Hosting

The Best Integration Solution

PayGuard has a highly secure (PCl level 1 compliant), fully redundant core telecom network. We have
direct integration with multiple tier one carriers and provide network-level telecom services for
organisations of all sizes.

Port your telephone numbers to us, and your inbound call traffic flows over our switch enabling you to
use the Phone Keypad process to collect sensitive payment data from your customers at any time, on
any call. We can replicate any network level IVR or business continuity routing plans you currently
have in place using our award winning network IVR application called PayGuard SecureSIP®.

A Wide Range

Fusion Telecom Ltd, known as Fusion, is the company behind the brand, and the
application, PayGuard. Fusion has been running traffic for major UK brands for many years,
and can offer a wide range of telephone numbers, as well as network level telephony
services. They include:

s IVR and Network level Redundancy / Business Continuity
s Call Recording and Speech Analytics

4 Post Call Surveys

Agent

v |

Your Phone
System

v 1

Fusion Telecom
Telephony Platform

I
w _
PayGuard

!

Customer
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Number Hosting Platform

| + Add Number | | & View Number ‘ ‘ # Edit Number ‘ | W Tags Management |

Q | ‘ Q, Advanced |

‘ & Export | ‘ Columns v|

> Int. Code C Status 4 tination Actions

+57 +57 1800 5182814 Connected Contact us

+44 08717 267 864 Available Contact us

+44 08712 255 232 IN Available Contact us

+44 02456 048 421 Virgin Media Available Contact us

+44 08451 661 100 Virgin Media Histarical Not applicable

+44 08451 658 604 Wirgin Media Historical Not applicable

+44 08445 718 660 Virgin Media Reserved Contact us

+44 02444 936 239 Virgin Media Available Contact us

]
O
|
O
a
D +44 03454 348 604 Wirgin Media Histarical Not applicable
O
|
O
a
(]

+44 03444 636 238 Virgin Media Available Contact us

o 2 3 4 5 1708: Show entries Showing 1o 10 of 170,924 entries
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Out-of-Hours Scheduling

Priority (D ‘
J

|
1 (High)

()
w
S
w
o

~

-]
o

Date range

8 Mar 2018 - 12 Mar 2018 m ‘

Time, hours

08 Mar 18, Thursday ] )
18:00
. 07:30
09 Mar 18, Friday . )
18:00
09:00 12:30
10 Mar 18, Saturday | Eaaa—— )
11:00 15:30
11 Mar 18, Sunday
)
07:30

12 Mar 18, Monday

I

18:00

Repeats (1)
Every
1

‘ ‘ month(s)
on Repetition Day Type
‘ First ~ ‘ ‘ Weekday v
Repeat until
‘ 14 Mar 2018 i ‘
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Cloud IVR

PayGuard SecureSIP® Award-Winning Cloud IVR

Using either the Interconnect or Number Porting telephony integration methods, you have access to our award-winning network IVR.
Just like PayGuard, this is very easy to use, and powerful too. Use this for business continuity / disaster recovery, call recording,
speech analytics and more.

o !

1
3 ‘ # 1] o rFa 17 ﬁ Fa
Play Audio (Variable) Branch [Condition) Web Service
‘ |
- " - J ]
& 5 F L F | F F
e [ I [ 1 0 ;l 2 - 4 9 15 i FIET o #
Jump Jump Tranefer to Network DTMF Collection Execute Command Record Response
Queus
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AP]

Use PayGuard from within your own application through our API.




Built Using APlIs

[t's In Our DNA

PayGuard has been built from the ground-up using API's. We use them within the application itself between the front-end layer and
the programming layer, and again between the programming layer and the database.

Companies are using PayGuard APIs, for example, to:

L Integrate PayGuard to enable their staff to use
PayGuard from within another application.

J Pull information from PayGuard’s database
for reporting purposes.

w Send information from customer systems to
PayGuard for easier payment processing.

More Information

For a comprehensive view of our API's visit: https://payguard.co/api/

Page 24 | Section 3: APIs


https://payguard.co/api/

D &
)
PayGuard




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

