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Understanding

PCI Scope



What is ‘Scope’?

Any part of your organisation’s operation that transmits, processes or stores  card information, or is connected to any part 

of your organisation that does, is called your Card Data Environment (CDE), and is ‘in scope’ of the PCI DSS.

The PCI DSS only applies to all parts of your operation that are ‘in scope’
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Cloud SaaS services contracted by your company are also in scope (CRM, SharePoint, ERP, etc…)
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Pause and Resume

When using Pause and Resume, only call recordings are taken ‘out of scope’
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Your Choices

Example 1: CDE Documentation

PCI DSS v4 03/2022 Requirement 8.4.2 PCI DSS v4 03/2022 Requirements 10.2.1 & 2PCI DSS v4 03/2022 Requirement 12.3

Example 2: Premises MFA Access Example 3: Audit Logs

Fully document your CDE, review 

you entire CDE annually, 

document the review, and update 

every time the CDE changes.

Require multi-factor auth for 

anyone entering the CDE, which 

includes the office, and possibly 

your home workers houses!

Keep protected audit logs, 

reviewed daily, recording date, 

time, user, event and resource 

affected for system activities.

Option 1 Option 2

Remove your organisation from being ‘in scope’

by using PayGuard. 

Ensure all elements in scope comply with the DSS 

which include hundreds of security controls.

Security Control Examples
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De-Scoping with PayGuard

The simplest, most cost-effective way to achieve compliance with the PCI DSS is to remove your premises, 

staff, phone and IT systems from scope , using PayGuard, also known as ‘de-scoping’.
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Cloud SaaS services are removed from scope (CRM, SharePoint, ERP, etc…)
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