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These terms cover PCI DSS compliant payment data collection and processing services (defined below) that we supply to
you, and form part of the contract between us.

Some words and phrases in this document have specific meanings and may be capitalised and explained in the Defined
Terms section at the end.

‘We', ‘us’ and ‘our’ mean the company supplying you with the Services. ‘You’ and ‘your' mean the company receiving the

Services.

1. The Service

1.1,

1.2.

1.3.

1.4.

1.5.

We will provide you with Payment Card
Industry Data Security Standard (“PCl DSS")
compliant payment services, which may
include one or more of: payment data
collection, payment scheduling, payment
gateway, payment processing, transaction
authorisation and settlement, and data
reporting services

(“PayGuard”).
The following are out of scope of PayGuard:

1.2.1. any integration you complete between
PayGuard and your third-party
applications;

1.2.2. creating new reports that aren't part of
PayGuard's standard reporting suite.

If you don't access PayGuard via our
published APIs, you'll need an internet
browser to access and administer PayGuard
- we don't supply this.

Not all browser versions are supported.
Contact us for an updated list of supported
browsers - typically the latest versions of
Safari, Chrome and Edge.

You will let us audit PayGuard to support
your use of the PayGuard and to get the
information we need for billing.

PCI Compliance

2.1.

We may provide information on PCI
compliance, but only in relation to card
payments taken through PayGuard. PCl DSS
compliance applies to your organisation, not
to PayGuard, so it's your responsibility to
ensure your organisation is PClI DSS
compliant - using PayGuard alone won't be
enough to achieve this.

PayGuard Portal

3.1.

3.2.

3.3.

We provide and support PayGuard up to the
PayGuard Portal, and have no responsibility
for PayGuard beyond that point.

We make no representations about whether
PayGuard will work with equipment or
software we haven't supplied or
recommended.

We're happy to help you administer your
PayGuard accounts, but we're not
responsible for:

3.3.1. products or services we didn't supply,
even if you need them to use
PayGuard (a web browser, for
example);



3.3.2. administering and configuring
PayGuard users - including creating
and maintaining users, teams, roles,
permissions, accounts, sub-accounts,
reports and settings - unless we've
agreed in writing to do this; and

3.3.3. access to third-party client portals or
software.

4. Service Constraints

4.1. Using PayGuard carries security risks to your
systems and networks, to us, and to third
parties - including misuse, unauthorised
access, theft, fraud, corruption and attacks.
At your own expense, you will take security
measures - such as firewalls, strong
passwords, access restrictions, encryption
and policies - to protect all PayGuard-related
traffic, equipment, software, data and
systems you use in connection with
PayGuard, whether you own them or not.

4.2. You're responsible for all security measures,
even where a third party configures and
implements them for you.

4.3. We apply a fair usage policy to PayGuard.
This means we provide fifty percent
overhead capacity above your peak
transaction concurrency - your average
monthly peak concurrent payments and
PayGuard Portal logins over the last three
months - so payments can “burst” above
their usual peak. We don't guarantee service
beyond this overhead capacity, and we're
not liable if you can't process payment
volumes beyond it.

4.4. We're not responsible or liable for storing
your data, or for its loss, destruction or
corruption - though this doesn't limit our
obligations under applicable Data Protection
Legislation. In addition to your own
responsibility for backing up your data, we
also take reasonable steps to back up
PayGuard data and maintain business
continuity arrangements, aimed at restoring
access to PayGuard within a reasonable time
following a significant disruption.

5. Data Protection

Where we process personal data on your behalf as part
of PayGuard, we will only do so on your documented
instructions, unless required to do otherwise by law - in
which case we'll tell you about that legal requirement
first, unless the law prevents this. If we consider that an

instruction infringes UK data protection law, we'll tell
you promptly.

We will keep personal data confidential, ensure anyone
we allow to access it is subject to a confidentiality
obligation, and put in place appropriate technical and
organisational security measures to protect it, including
PCI DSS-compliant controls for payment card data.

We will not engage any sub-processor to process
personal data on your behalf without your prior
authorisation, and will impose the same data
protection obligations on any authorised sub-processor
as apply to us under this clause.

We will give you reasonable assistance in responding to
requests from data subjects, and in meeting your
obligations relating to security, breach notification, data
protection impact assessments and consultation with
supervisory authorities. We will notify you without
undue delay, and no later than 48 hours, after
becoming aware of a personal data breach affecting
personal data.

On request, and in any event when this Contract ends,
we will delete or return all personal data (and any
copies of it) that we hold on your behalf, unless the law
requires us to keep it. We will keep records sufficient to
demonstrate our compliance with this clause and will
make them available for audit by you or your appointed
auditor.

6. Our Obligations

6.1. Using our 3D Secure processes doesn't
guarantee or imply an automatic liability
shift for chargebacks across all acquirer and
issuer combinations. Please confirm 3D
Secure and liability shift rules with your
acquirers - we're not responsible for
chargebacks or other liability arising from
your use of 3D Secure.

6.2. Once a PayGuard account is deleted - by
either of us - transaction reports, call data
and other information can't be retrieved. All
data will be deleted.

6.3. The maximum permitted transaction volume
is ten concurrent transactions per second.
We can increase this if you give us at least
ten business days' advance notice.

7. Your Obligations

7.1. You're responsible for the security of your
PayGuard account login and password. Don't
share these with anyone you don't want to
have full access to your PayGuard services,
and take all reasonable steps to prevent
unauthorised access.



7.2.

7.3.

7.4.

If we supply a payment gateway as part of
PayGuard, you're solely responsible for
detecting and reporting settlement error
risk, and for preventing or reducing that risk
by regularly checking your settlement
process (a “MID Check”). A MID Check means
paying 1.01 in each of your currencies
through the PayGuard gateway and
confirming it settles correctly into your bank
account, including via 3D Secure if required.
We're not liable for your fund settlement
errors. If you claim we're responsible for any
settlement misrouting losses, we'll ask you to
show that you've carried out MID Checks
reasonably and diligently, in our reasonable
opinion.

If we give you administrator access to
PayGuard - through our user interface, REST
interface or API - you (or any third party,
permitted or not) will be able to alter or
administer settings that affect how the
system works and how transactions are
processed. We'll offer guidelines and
training, but whether or not you use them,
you remain fully responsible for all use of
PayGuard through your access codes -
legitimate, accidental or unauthorised - and
will indemnify us against any losses arising
from that use.

You allow us to use and copy Merchant
Information so we can carry out our
obligations under the Contract, including
providing PCl-compliant fraud screening
services, as provided for under Section 29 of
the Data Protection Act 2018.

8. Licences

8.1.

8.2.

You'll be charged for PayGuard Licences, on
a non-exclusive basis, for your use of
PayGuard.

Charges based on your use of PayGuard are
calculated by us, using data obtained from
PayGuard.

8.3. Transaction-related charges apply to
Licensed Transactions.

9. PayGuard Licence Agreement

You agree to the PayGuard Licence Agreement in full.

10. Anti-Bribery and Sanctions

Each party warrants that it will not engage in any
activity, practice or conduct that would constitute an
offence under the Bribery Act 2010, and that neither it
nor any of its personnel are subject to any applicable
trade, financial or economic sanctions. Each party will
promptly notify the other if it becomes aware of any
breach, or potential breach, of this warranty.

11. Defined Terms
Capitalised terms have the following meanings:

“Licensed Transactions” means transactions that are
automated, assisted, scheduled or requested, and are
payments, refunds, credits or token creation, whether
successful, authorised, declined or failed.

“Merchant Information” means your data and any other
materials, in any form, that you (or someone acting for
you) publish or otherwise make available to us, directly
or indirectly, through or in relation to PayGuard. It may
include information about you - including individual
employees or representatives - or your users, which
may include personal data subject to applicable laws.

“PayGuard Portal” means the published PayGuard APIs
at api.payguard.co, or the web portal at
app.payguard.co (or another URL we advise), accessible
through a web browser, letting you log in and access
PayGuard's features.

End of Terms



