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Payments by PayGuard

Agent and Auto

PayGuard is broken down into two distinct product areas as we offer a wide range of payment services:

PayGuard Agent

Your staff assist your customers to make a payment in real-time over the phone, via ;
email or web chat, via SMS or Social Media. Your staff and your customers are A
protected, and your business is compliant.

Yerncnsssssccsssscannenn?

PayGuard Auto

Receive payments while you sleep with our automated payment services, such as Bulk
Payments allowing you to send payment links via SMS or email or use our payment IVR
services to receive payments 24/7. Al and Speech enabled.

In this document, we cover PayGuard Agent. Ask us for information about the other services we can provide.
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PayGuard Agent

Taking Real-Time Assisted Payments

PayGuard Agent helps your team take compliant, secure, assisted, real-time payments from your customers.

Manual Entry, Payment Link and Phone Keypad (DTMF) data collection processes

Take payments over any communications channel (phone, chat, SMS, email, SM)

Make refunds, set up subscriptions, tokenise cards and automate payments

Multiple currencies, multiple gateways & multiple acquirers in one account

Prescriptive permissions & APl based architecture

PayGuard Agent is a modular, flexible application that can be prescribed to suit your specific needs. Speaking with our team, they can

help tailor PayGuard so that is solves the specific challenges your sector and your organisation would like to overcome.
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Features
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PayGuard Agent Features

More Than Just Simple Payments

PayGuard has many features that have been designed by users like you. Here are a few:

v Scheduled & Subscription Payments

L Refunds

o Automated Payments

G Tokenisation

v Multiple Currencies & Gateways
G Prescriptive Permissions

Other features, such as multiple channels, payment methods and processes are
covered in their own sections later in this document.
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PayGuard Agent Workspace

Simple Interface

Your staff can access all our payment options through a
single user interface, on a payment-by-payment basis.

Easy to Use

PayGuard has been designed so that your staff don't
need training to make a payment, set up a subscription
or complete a refund.

Permission-based

Administrators have access to Roles and a host of
Permissions, allowing them to customise the Ul.

Refund

Process

Payment Link

Currency Amount Date

£ N £250.00 20/05/2020

@ £ v | £18.00 25/06/2020

Reoccur every | 1 Month(s) on | 25th

Method

Your Company Name - Your Gateway Name

Link

https://payguard.app/OgQcof/SKokd/PWILEVMiw%:3D%3D

@ Link has been cpenad

O Waiting for payment information

Reference Reoccur
76543 No v
234567 Monthly v

v (for 12  payments until 25/06/2021

Add Payment
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PayGuard Agent Workspace

Confirm Payment Successful

Amount Date Reference

£250.00 Now 76543

£18.00 Thu 25 Jun 2020 234567 £250 OO

Received Successfully
Reoccur every T month(s) on 25th for 12 payments until 25 jun 2021

£250.00
Token: NmaSwEgmwestzvldawvsiugikee (11

Total: £268.00 PayGuard Auth: 020501 (L)

Post-Order Reference

Method

Your Company Name - Your Gateway Name

Card Number Expiry Date Security Code

A242 - X000 - oKX - 4242 09/20 XXX
&  submit # Edit Payment

o

‘ :
PayGuard
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Scheduled & Subscription Payments

All Schedules Possible

PayGuard has a flexible yet simple payment scheduling feature. This allows your staff to set up any possible type of payment plan.

For Example:

Here we have a schedule set up for a
single payment of £150 to be taken
now, 12 payments of £23 are taken over
the next year on the 19t of each month,
and a final payment of £50.

This took seconds to set up because the
user interface is so intuitive.

Administering Payments

If your customer wants to change their
payment method, payment amount or
cancel the subscription, no problem.

Process

Payment Link

Currency Amount
£ ~ £150.00

£ w £23.00

Reoccur every | 1

Month(s) on

2 v | £50.00

Date

19/05/2020
19/06/2020
19th

30/06/2021

Reference

987654

123456

Reoccur
No w
Monthly v

~ |[for | 12 | payments until 19/06/2021

543219

No W

Add Payment
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Refunds

Permission Based Refunds

PayGuard allows those who have permission to process refunds.

After using either the quick search or the advanced search, your
staff find the transaction they wish to refund.

On the Refund Screen (opposite), your staff can enter either an
amount, or a percentage of the payment value, to refund.

Built in Confirmations

After your staff have entered the refund amount or percentage,
they are moved to the confirmation screen, allowing them to
double-check they have entered the correct information.

Once the refund has been processed, you are able to send a
confirmation directly to the customer via email or text message.

Payment Details

Date

19 May 2020
Agent Name
Max Oliver
Card Number
Visar4242
Refunded

£0.00

Amount

Method

Assisted Card

Name

Address

Unspecified

Card Number

A242-XXKH-XXKK-4242

Refund

Caller Number
Not Available
Reference
qwerty

Billing Address

Unspecified, Unspecified

Token

8qV2XKQ5nD14K8pplSPZCj4rSzf

Percentage

Date

19/05/2020

Expiry Date

12/20

Service Number
Not Available
Status

success

Amount

£20.00

Reference

Security Code

KKK
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Multi-Gateway

Dynamically Choose your Gateway

PayGuard's incredible flexibility allows you to set up multiple
Gateways within a single account.

Your staff can select which Gateway you wish to use on a
payment-by-payment basis.

Multiple Currencies Accepted

PayGuard allows you to process payments in multiple different
currencies, as long as your Gateway supports them.

You can change permissions so some staff can process in one
currency, some in another. You can even allow staff to change

currencies on a payment-by-payment basis.
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Prescriptive Permissions

Customisable

PayGuard has a comprehensive set of permissions attributable to each user, or team of users, by the account administrator. This allows
you to set restrictions for each staff member, reducing human error.

For example, allow staff to take refunds or not, set up subscriptions or not, take payment in different currencies or specific currencies.

Super Admin

Your designated Super Admin(s) will have the control to add roles, assign specific
permissions to roles, then you can apply roles to each new user.

We understand that every organisation is unique. There are many features within
PayGuard, some of which might not be relevant to you.

The permissions system allows you to tailor the user interface your staff will use to

take payments.
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Payment Channels

Payments by phone, email, web chat, social media, online and in-store.




Payment Channels Overview

Single User Interface

PayGuard provides a single interface through which your staff can take secure and compliant payments:

L Over the Phone

N =
¢ =7

(9))

L By Email {g :
L Via Social Media (like WhatsApp or Facebook DM) K " o — \

L And through any text channel you engage your customers on. \\\ Q
b ] P

Digital Channels

Web chat, Email and Social Media Channels are often referred to as the Digital Channels.
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Over the Phone

Choices

With PayGuard, you can take payments in a compliant way, securely over
the phone. In fact, there are several ways for you to take payment:

v Phone Keypad process, also known as DTMF
G Payment Link process

G Manual Entry process

o Automated phone payments

Each have their advantages and disadvantages, talk to us to learn which
can work well for you.

Secure and Compliant

Because your staff never see the card or bank information, your staff and facilities are out of scope and you are compliant with the
PCI DSS in the case of card payments, and with the GDPR in all cases.
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Web Chat

Using PayGuard’s Payment Link

Your customer is ready to make a payment ... via Web Chat.

Some organisations ask staff to request the customer type in their payment
information into the Web Chat. This is not secure & not compliant.

Others send customers a link to their website payment page, introducing friction
and increasing the abandon rate along with 3D Secure v2.

Using PayGuard’'s Payment Link feature, staff log into PayGuard, set up the
payment amount (and schedule if required), generate a bespoke link and paste it
into the Web Chat.

Secure and Compliant

Because your staff never see the card or bank information, your staff and facilities
are out of PCI DSS scope. You have secured your customers’ data.

L T L
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Email

The Problem

Your customer is ready to make a payment ... via Email. @ =
63 Tz &

Organisations understand that asking their customers to type their payment
information into an email is not secure and not compliant. Most customers are [{EE}}) L—
opposed to sending their credit card or debit card information via email.

Instead, companies provide a link to their website to pay. The problem is that the _-S : \ o

link is not explicit (it doesn’t for example, have the amount pre-populated). @ @
) =

Also, sending the customer to another channel often creates an annoying barrier
for customers who in some cases will not complete their purchase, especially
when 3D Secure v2 kicks in.

The Solution

PayGuard’'s Payment Link feature solves the above problem, allowing your staff to set up the payment amount (and schedule if
required), then generate a bespoke link that can easily be pasted into an Email, or sent directly from PayGuard.
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Social Media

Using PayGuard's Payment Link

Your customer is ready to make a payment ... via Social Media.

Asking their customers to type in their payment information into a social
media message is not secure and not compliant. Customers are opposed
to sending their credit card or debit card information via social.

Using PayGuard’'s Payment Link feature, you set up the payment amount
(and schedule if required), then they generate a bespoke link that can
easily be pasted into the Social Media service.

Secure and Compliant

Because your staff never see the card or bank information, your staff and facilities are out of scope and you are compliant with the

PCI DSS in the case of card payments, and with the GDPR in all cases.

This process can be used for Credit & Debit Card payments and Open Banking Pay By Bank payments.
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Processes

Phone Keypad, Payment Link or Manual Entry to process payment data.




Process Overview

Single User Interface

PayGuard provides a single user interface through which your staff can take the payments in the following way:

L Phone Keypad

G Payment Link
G Tokens
L Manual Entry
Flexibility

PayGuard has the flexibility to adapt to whatever works for you, and that's why we
offer a variety of processes to make sure that you stay secure and compliant, whilst
taking payments over the channel that suits your customer best.
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Phone Keypad

DTMF Tones

The Phone Keypad Process allows your staff to collect sensitive financial information
from your customers in a fully secure and compliant way.

The customer, when prompted, enters their credit or debit card information using their
telephone keypad.

Great Customer Experience

Everyone knows how to dial a phone number, so using this method
is easy. The customer continues to talk to your staff throughout the
process and call recording need not be paused or turned off.

Most Popular

The Phone Keypad Process is currently the most popular method for
collecting sensitive financial information.

GHI

PQRS

2

ABC

JKL

TUuv

3

MNO

WXyYz
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Payment Link Process

Send a Link

Using the PayGuard interface, generate a bespoke secure link which can be sent to the payer via any digital communication channel.

Send the link to the customers smartphone by entering their phone
number and clicking ‘send’, or you can enter their email address.

Alternatively, you can copy and paste the link into web chat, social
media direct messaging or any other text-based comms platform.

3D Secure v2 Phone Transactions

There are two payment link options. Either the customer submits
the payment, or you do.

Set up Payment Link in PayGuard to have the customer go through a
3D Secure v2 card transaction over the phone. This significantly
reduces your gateway and acquirer fees as the transaction is no
longer deemed ‘MOTO’, a Mail Order Telephony Order transaction.
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Payment Link Interface

l'-'E L
We use secure transmission &
Total: £123.00 Pa‘;Guard ﬁ encryption to protect your data.
Method
_ Your Company Name
Your Company Name - PGDev Stripe Test v
Name Card Number
4242 4242 4242 4242
John Smith
Expiry Date cvvicvc
Address
03 v 2022 v 123
HF27TG Maylands Building, Maylands Avenue
Hemel Hempstead Berkshire GB (Great Britain) v
Link =

https://payguard.app/tEcSTom51kGVIEYOKQ54AQ Q Regenerate Link

07834 123 456

4242 4242

Card Card Holder

(o digits ) JOHN SMITH

1] &)
w
PayGuard

4242 4242

Expiry Date

83/22
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Tokens

Tokenising Is On The Rise

Organisations are finding that tokenising card information allows them more flexibility, charging payment cards at a later date.

Stay Secure

Using PayGuard's Processes, you can obtain card information in a secure and
compliant manner, tokenise it, then store a compliant reference in your CRM.

Using the Token

When you need to process a payment, your agent (that have been granted
permission to do so), can retrieve the customer’s token and enter it into PayGuard
to process a payment.

Using Token is particularly useful when you need to process and order and take
payment when the order is fulfilled or dispatched.
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Reportlng

Payment transaction data sible from one place.




Simple and Comprehensive

Transactions tab

If your administrator has set the permission for you, you can see the ‘History' tab.

This allows you access to a table of all the transactions, successful or declined, over any channel, using any method, that any staff
members have processed. To keep things simple, we show you a table with a few, frequently used columns, but with a couple of
clicks you can tailor this table to show any number of columns you wish, and the list is comprehensive.

The export feature allows you to export the table to CSV, so you can create any graphs, look-ups or charts you wish, or upload into
whatever business intelligence or management information reporting tool you use.

Basic and Advanced Search

Using the Basic Search, you can quickly type in an amount, transaction reference, customer name, and so on, to quickly filter the table
to show the specific transactions you are looking for.

The Advanced Search allows you to filter transactions based on the staff member who took them, the type of payment, the name of
the customer, the Reference, the transaction token, any notes you may have appended to the payment record, the channel over
which the payment was taken, any date range you wish (up to the minute), and more.

You can use the Advanced Search to obtain a list of the transactions you wish to report on, then export them in a single click to CSV,
and create a chart in Excel in minutes.
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Dashboard View

= Number Of Transactions Per Day

ha
=]

y
=
=

@ Successful Transactions @ Declined Transactions

¥ Transaction Amounts Per Day

300

AN _

26 Ju 2. AUg S Au

oo

® Successful Transactions @ Dedined Transactions @ Refunds

— Number Of Transactions Per Week

75

[E=]

-8~ Successful Transactions ~ -e= Dedlined Transactions

Aay 31.May 7. Jun 14 Jun 21.Jun 28 Jun

¥ Transaction Amounts Per Week

7.5k
-_—
Sk
2.5k
l
0 — = - |
24 May 31.May 7.Jun 14 Jun 27.Jun 28 Jun 5 Ju 12, Ju 19.Ju 26 Jul

® Successful Transactions @ Dedined Transactions @ Refunds

‘ ‘ Q, Advanced
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Transaction View

Z Amount

Z Refunded Amount

£ Reference

£ Card Number

~
~ Account

L Status

Actions

529 15 May 20 17:28:06 £1.00 £0.00 1 4242-XXXX-X0XX-4242 PGDev ® success : @ )
528 15 May 20 17:17:45 £1.00 £0.00 1 4242-XXXX-XXX-4242 PGDev ® success f @ )
527 15 May 20 14:54:04 £3.00 £0.00 3 4242-XKXX-XXXX-4242 PGDev ® success : @ )
526 15 May 20 14:54:00 £1.00 £0.00 1 4242-XXXX-XXXX-4242 PGDev ® success : @ )
525 15 May 20 14:28:03 £50.00 £0.00 QWERTY123456 4242-XKXX-XXXX-4242 PGDev ® success :_ @ )
524 15 May 20 14:23:03 £56.00 £0.00 55566 4242-XXXX-X0XX-4242 PGDev ® success : @ )
523 15 May 20 14:04:16 £12.00 £0.00 123 4242-XXXX-XXX-4242 PGDev ® success f @ )
522 13 May 20 16:40:50 £65.00 £0.00 6546 4242-XKXX-XXXX-4242 PGDev ® success : @ )
521 08 May 20 14:50:14 £1.00 £0.00 1 4242-XXXX-XXXX-4242 PGDev ® success : @ )
520 07 May 20 11:34:10 £23.00 £23.00 234455, 3265 4242-XKXX-XXXX-4242 PGDev ® success : @ )

02345»u

Show entries

Showing 1 to 10 of 529 entries
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